How to compile manually iOS apps?
The Certificates

An iOS publication under one developer account needs 4 files, one file that will sign the certificates and 3 certificates. The file that will sign the certificates and one of the 3 certificates are used for all apps
published under one developer account, and the two other certificates must be created each time you will publish a new app.

The ones that are used for all apps published under one developer account:

These 2 files will be created once (the first time you are going to publish under this developer account). It is the CertSigningRequest (CSR) and the iOS distribution certificate (iOS_Distribution). The CSR is

created from your computer (must be a Mac) from the Keychain Access, and the iOS_Distribution is created from the Member Center at developer.apple.com.

These two items must be stored in the main certificates folder for this developer account on your computer (it will be better in term of organization if you are willing to publish other apps under this account).

Thus if we consider this example, for the client named “John Doe” who has his own developer account, on your computer there will be these folders with this organization:

e |0OS apps
o John Doe
m Certificates —> CSR and iOS_Distribution for John Doe account must be stored here after you have created them
m John Doe 1st app
m Certificates

m Screenshots

You will use this CSR and iOS_Distribution certificate for all the apps that you will publish for John Doe, if there are several apps to publish under this account. You create once and you use them each time
you publish an app for John Doe under his account. For your information, the Keychain Access to create the CSR is in your Mac in Applications > Utilities.

The two other certificates are the Apple Push Services certificate and the Mobile Provisionning Profile. You will have to create them for each app, as you can see in the video. You will stored them in the
certificates folder which is in the app folder. Thus if we consider the previous example, for the client named “John Doe” who has his own developer account:

e |OS apps


https://developer.apple.com/account/ios/certificate/certificateList.action

o John Doe
m Certificates
m John Doe 1st app
m Certificates —> Apple Push Services certificate and Mobile Provisionning Profile for John Doe 1st app must be stored here after you have created them

m Screenshots

To create the screenshots

You will need some screenshots to fill out the app sheet on iTunes. You will be able to make them with Xcode and especially with the iOS Simulator delivered with Xcode. Open the Xcode project that is in
the ios_source folder (see in the video when opening the project with Xcode), then choose the target, iPhone 8 Plus for instance, and click on the Play button (For your info, the ios_sources of an app can be
downloaded from its page from your backoffice > Manage > Applications):



@ Xcode File Edit View Find (e
& DG .. & AppsMcrbileCnmpi D No devices connected to "My Mac'...
= d :
= . 3 4 4 C 38 3 13 /" Generic i0S Device
» |5 AppsMobileCompany L

> [E Pods ;
@ iPad Air (10.2)

B iPad Air (11.1)
B iPad Air {11.2)
B iPad Air 2 (10.2)
B iPad Air 2 (11.1)
B iPad Air 2 (11.2)
B iPad Pro (12.9 inch)
E# iPad Pro (12.9-inch) (11.1)
B8 iPad Pro (12.9-inch) (11.2)
B iPad Pro (12.8-inch) (2nd generation) (11.1)
B iPad Pro (12.9-inch) (2nd generation) (11.2)
i iPhone 7 (10.2)
il iPhone 7 (11.1)
B iPhone 7 (11.2)
B iPhone 7 Plus (10.2)
B iPhone 7 Plus (11.1)
B iPhone 7 Plus (11.2)
B iPhone 8 (11.1)
i iPhone 8 (11.2)
B iPhone 8 Plus (11.1)
v i iPhone 8 Plus {11.2)
B iPhone SE (10.2)
B iPhone SE (11.1)
B iPhone SE (11.2)
B iPhone X (11.1)
B iPhone X (11.2)

Add Additional Simulators...

Take some screenshots of the app for this target using CMD+S from your keyboard, and do it for each target you want screenshots. Before switching from a target to another don’t forget to click on the
“stop” button in Xcode.

Step to compile an iOS app



Create the items related to the developer account with which you are going to publish

You have to create a CSR file and an iOS Distribution certificate. And you will be able to use these items for all of the next apps you will have to publish under this developer account —> keep them
preciously once created.

The CSR File

It must be created from the keychain access tool of your Mac. Open it from Applications > Utilities > Keychain Access:

L

Keychain Access

From the menu select “Keychain access” > “Certificate Assistant” > “Request a Certificate From a Certificate Authority”:
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Preferences... a8,
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In the window that opens, enter the email of the developer account (or any other email address, it doesn’t have any impact), and enter the name of your developer account, and select “Saved to disk”:



& @ Certificate Assistant

Certificate Information

Enter information for the certificate you are reqguesting. Click
Continue to request a certificate from the CA.

User Email Address: email@email.com ﬂ

Common Mame: | Name

CA Email Address:

Request is: | | Emailed to the CA
© saved to disk

[T] Let me specify key pair information

Continue

Save this CSR to your disk, in a folder related to the certificates of your developer account.

Close the window.

The iOS Distribution certificate

— Connect at https://developer.apple.com/membercenter/index.action with the developer account

— Click on “Certificates, Identifiers & Profiles”


https://developer.apple.com/membercenter/index.action

Certificates, ldentifiers & Profiles

— Click on “Certificates” in the menu on the left, then click on o :

Certificates, ldentifiers & Profiles

Certificates Certificates o

— Choose “iOS Distribution (App Store and Ad Hoc)” and click on “Continue”

& iOS Distribution (App Store and Ad Hoc)
Sign your i0S app for submission to the App Store or for Ad Hoc distribution.

— Sign your iOS Distribution certificate with the CSR file you have created before.
— Download the iOS Distribution certificate that has been created.

— Double click on the iOS Distribution certificate (ios_distribution.cer) to add it to the Keychain Access.



Create the items related to the app you are going to publish

The Apple Push Services certificate

Thanks to this certificate you will be able to add push notifications, in-app purchase, and other services to your app. In our case, only the push notification service is interesting.

— Click on “Identifiers” in the menu on the left, then click on o :

Certificates Identiﬁers o

ldentifiers
MAME

— Choose “App IDs” and click on “Continue”:

© ApplDs

Register an App ID to enable your app to access available services and identify your app in a provisioning
profile. You can enable app services when you create an App ID or modify these settings later.

— Enter your app name, the Bundle ID of the app:

Register an App ID
Platform App ID Prefix
©ios, tv0s, watchOS “imac0s X45UKEMEMC (Team ID)
Description Bundle ID @ Explicit ) Wildeard
My App Name my.bundle.id
You cannot use special characters suchas @, &, %% " We recommend using a reverse-domain name style string (i.e.,

com.domainname.appname). It cannot contain an asterisk (*).

— Go below and select “Push Notifications” in the list of “Capabilities”:



O vPN| Personal VPN
O Push Notifications
] @ Sign In with Apple
— Click on “Continue®.
— Then click on “Register*.

— In the list, find the App ID you have just created and click on it.

— Go at the bottom and for Push Notifications, click on “Configure”:

o vPN| Personal VPN

[j Push Notifications [ Configure |  Certificates (0)

| ® Sign In with Apple

—In “Production SSL Certificate” section click on “Create Certificate”:



Apple Push Notification service SSL Certificates

To configure push notifications for this App 10, a Client S5L Certificate that allows your notification server to
connect to the Apple Push Motification Service is required. Each App 1D reqguires its own Client S5L
Certificate. Manage and generate your certificates below.

Development SSL Certificate

Create an additional certificate to use for this App ID.

Create Certificate

Production SSL Certificate

Create an additional certificate to use for this App ID.

Create Certificate

Done

— Click on “Choose File” and upload the CSR file you have created before for this developer account (the same CSR you have used to create the iOS Distribution certificate for this developer account):

Create a New Certificate Back

Certificate Name
Apple Push Notification service SSL (Sandbox & Production)

Upload a Certificate Signing Request
To manually generate a Certificate, you need a Certificate Signing Request (CSR) file from your Mac.
Learn more »

Choose File CertificateSigningRequest.certSigningRequest

— Download the Apple Push Services certificate (aps.cer) that has just been created. Store this certificate in a folder related to this app on your Mac.



Download Your Certificate [ Revoke |

Certificate Details

Certificate Name Certificate Type

my.bundle.id.app Apple Push Services
Expiration Date Created By
2020/07/05 Johnny Cage

— Click on “< All Certificates®.
-Double click on the Apple Push Services certificate (aps.cer) to add it to the Keychain Access.

The Provisionning Profile

— Click on “Profiles” in the menu on the left, then click on o :

Certificates Prﬂflles o
ldentifiers

MAME
Devices

1984 - Distribution
Profiles

2099 App - Distribution
Keys

— Choose “App Store” under “Distribution®:



Distribution

Ad Hoc
Create a distribution provisioning profile to install your app on a limited number of registered devices.

tv0S Ad Hoc
Create a distribution provisioning profile to install your app on a limited number of registered tvOS devices.

©  App Store

Create a distribution provisiening profile to submit your app to the App Store.

tvOS App Store
Create a distribution provisioning profile to submit your tvOS app to the App Store.

Mac App Store
Create a distribution provisioning profile to submit your app to the Mac App Store.

— Select the App ID of your app, and click on “Continue”:

Generate a Provisioning Profile Back

Select Type » Configure » Generate » Download

Select an App ID

If you plan to use services such as Game Center, In-App Purchase, and Push Notifications, or want a Bundle ID unique
to a single app, use an explicit App 10. If you want to create one provisioning profile for multiple apps or don't need a
specific Bundle ID, select a wildeard App ID. Wildcard App IDs use an asterisk () as the last digit in the Bundle 1D field

App ID:
The App (X45UKBMEMC.com siberiancms.ios5b6811ebcfaéd) ~

— Select the iOS Distribution certificate associated to the CSR you have used to sign the Apple Push Services Certificate you have created just before (it is very important to use the iOS Distribution which
has been created with the CSR used to sign the aps.cer of this app. Don’t forget it, and don’t forget that in case you create a new aps.cer for this app with another CSR you will have to create a new
provisionning profile too with the iOS Distribution certificate made with this CSR, and then to publish an update of your app on the App Store)



Generate a Provisioning Profile

Select Type » Configure » Generate > Download
Select Certificates
Select the certificates you wish to include in this provisioning profile. Te use this profile to install an app, the certificate
the app was signed with must be included
Xtraball (i0S Distribution) Mar 10, 2020
Xtraball (i0S Distribution) Mar 10, 2020

@ Xtraball (i0S Distribution) Jun 05, 2020

— Click on “Continue”.

— Name the Provisionning Profile and click on “Continue”

Generate a Provisioning Profile Generate

Select Type > Configure » Generate > Download

Review, Name and Generate.

The name you provide will be used to identify the profile in the portal.

Provisioning Profile Name

My Siberian App - Distribution
Type
iOS Distribution

App ID
The App(X45UKGMEMC.com.siberiancms.ios5b6811ebefatd)

Certificates
1 Selected

— Download the Provisionning Profile that has just been created. Store this certificate in the folder related to this app on your Mac, and which contains the Apple Push Services certificate created just before.

Generate a Provisioning Profile

Downlead and Install
Download and deuble click the fellewing file to install yeur Provisioning Profile.

Profile Name
My Siberian App - Distribution

Profile Type
iOS Distribution

App ID
X45UKBMEMC.com.siberiancms.iosbb&811ebcfad

Expires:
2020/06/05



Compiling the app

— Download your iOS source code
— Unzip the folder and open the .xcworkspace file by double-clicking it

— Follow given video video:

Creating the .pem Certificate

— Go in the Keychain Access on your Mac
— From the left menu, select “Certificates”

Category
A Al ltems
4. Passwords
Secure Notes
My Certificates
'%’ Keys
5l Certificates

— In the search bar at the upper right, enter the bundle ID of your app

— Click on the arrow on the left of your “Apple Push Services” certificate, a private key must be attached under it

¥ B Apple Push Services: com.sibariancms.iossb6811ebefacd certificate 5 Sep 2019, 16:32:45

%‘J Xtraball private key == login

— Select the private key and the certificate
— Right-click on them

— Select “Export 2 items...”



¥ |5z Apple Push Services: com.siberiancms.ios5b8811ebcfabd certificate 5 Sep 2019, 16:32:45 login

Xtraball =k = logi
3 e Copy 2 items = R

Delete 2 items

Get Info

— Choose your desktop as the destination (it can be another location but you will have to adjust the code we will give you after)

Save As: | Certificates.pl 2| | e
Tags:
Where: Desktop B
File Format: Personal Information Exchange (.p12) B

— Choose a password of your own

~ Enter a password which will be used to protect the

I i exported items:

Password: eeseessse i ?
i

Verify: |ccccccci| |

R — |
Password Strength: Fair

| | Show password

— Open the Terminal console of your Mac (From Applications > Utilities > Terminal)



— In the Terminal, be sure to be located on your desktop (you must have “Desktop” displayed and then your username)

dmin$ cd Desktop/

p admin}

— Enter this command:
“openssl pkcs12 -in Certificates.p12 -out certificat.pem -nodes -clcerts”

(If the terminal answers that there is no file named “Certificates.p12”, go on your desktop and check what is the name of this certificate .p12, and enter this name rather than Certificates.p12 in the command
line)

p admi
Passwore

— On your desktop you have now two certificates: a Certificates.p12 and a certificat.pem.

certificat.pem Certificates.p12

— Move these files to the folder of your app on your Mac (with the provisionning profile and the aps.cer)



Today

aps.cer
certificat.pem
Certificates.p12

& My_App_ Di..ileprovision

— Upload this certificat.pem on the app sheet in your backoffice (Pls send this certificate to app builder support team to upload)

—You're done!



